Abstract
Introduction
With the advancements of multimedia and networks technologies, a vast number of digital images now transmitted over Internet and through wireless networks for convenient accessing and sharing. As a result, protection of digital images against illegal copying and distribution has become an important issue. Conventional encryption algorithms such as DES, AES, IDEA are not suitable for practical image cipher due to some intrinsic features of images such as bulk data capacity, high redundancy, strong correlation among adjacent pixels, etc. It is desirable to develop an efficient image cryptosystem, especially for real-time secure image communication over open networks. To meet this challenge, a variety of image encryption schemes have been proposed. Among them, chaos-based algorithm has suggested a new and efficient way to deal with the intractable problems of fast and highly secure image encryption. The fundamental features of chaotic dynamical systems such as ergodicity, mixing property, sensitivity to initial conditions/system parameters, etc. can be considered analogous to some ideal cryptographic properties such as confusion, diffusion, balance, avalanche properties, etc.
Recently, there have been many papers on chaos-based image cryptosystem . In [2] , Fridrich suggested that a chaos-based image encryption scheme should compose of two modules: chaotic confusion and pixel diffusion. The former permutes the pixels of a plain-image with an invertible 2D chaotic map while the latter alternates the grayscale of each pixel in a sequential manner. This architecture formed the basis of a number of chaos-based image ciphers proposed subsequently. In [3, 4] , the 2D chaotic Cat map and Baker map are generalized to 3D for designing a real-time secure symmetric encryption scheme. The two approaches employ the 3D map to shuffle the positions of image pixels and use another chaotic map to confuse the relationship between the cipher-image and plain-image. In [7] , Xiang et al. proposed a selective gray-level image encryption scheme. In this scheme, only a portion of significant bits of each pixel is encrypted by the key-stream generated from a one-way coupled map lattice. In [8] , a typical coupled map was mixed with a one-dimensional chaotic map and used for high degree security image encryption. In [11] , Wong et al. introduced certain diffusion effect in the confusion stage with the purpose of reducing the workload of the time-consuming diffusion procedure, and thus the efficiency of the cryptosystem is prompted. In [12] , Sun et al. proposed a novel image encryption scheme based on spatial chaos map. The basic idea is to encrypt the image in space with spatial chaos map pixel by pixel, and then the pixels are confused in multiple directions of space. In [13] , Patidar et al. proposed a loss-less symmetric image cipher based on substitution-diffusion architecture, which utilizes the chaotic standard and logistic maps. The cryptosystem comprises of four rounds: two for the substitution and two for the diffusion. In [14] , Rhouma et al. proposed an OCML-based color image encryption scheme with a stream cipher structure. In this scheme, a 192-bit-long external key is used to generate the initial conditions and the parameters of the OCML by making some algebraic transformations to the secret keys. In [16] , Wong et al. proposed an efficient diffusion mechanism using simple table lookup and swapping techniques as a light-weight replacement of the 1D chaotic map iteration. In [17] , Elashry et al. proposed a new homomorphic image cryptosystem. The idea of this system is based on encrypting the reflectance component after the homomorphic transform and embedding the illumination component as a least significant bit water mark into the encrypted reflectance component.
A new approach is suggested in this paper for secure and efficient image cipher. To improve the security of the confusion module, we propose a novel bit-level permutation method, which introduces a certain diffusion mechanism in confusion stage. Consequently, the overall security of the cryptosystem is enhanced since the pixel value mixing effect is contributed by both diffusion modular and improved confusion modular. Results of various types security analysis are encouraging and suggest that the proposed cryptosystem is a suitable candidate for image protection in real-time environment. The rest of this paper is organized as follows. Section 2 presents the architecture of the proposed image cryptosystem. The detailed bit-level permutation and diffusion algorithms are discussed in Section 3 and 4, respectively. The security of the proposed image cryptosystem is evaluated in Section 5. Finally, conclusion remarks are drawn in Section 6.
Architecture of the proposed image cryptosystem
There are two modules in the most widely investigated confusion-diffusion architecture based image cryptosystem. The confusion module shuffles the position of each pixel in a different and usually quite complex order while keeps its value unchanged. The diffusion module modifies the pixel values sequentially and the modification made to a particular pixel depends on the accumulated effect of all the previous pixel values, so the diffusion effect is introduced in this stage. Chaotic map is used as generation of pseudorandom sequence for diffusion. The modification could be one of simple operations such as XOR, XNOR, shift, add, and subtract or a combination of these simple operations.
To sufficiently decorrelate the relationship between adjacent pixels, there are m rounds iteration in the confusion stage with m ≥ 1. The whole confusion-diffusion operation repeats n rounds so as to achieve a satisfactory level of security. The initial parameters and conditions of the chaotic maps that govern the confusion and diffusion serve as the secret keys.
Many recent researches have proved that the confusion module has a relatively low security level. It is weak against many kinds of attacks, especially statistical attack since the histogram of the shuffled image is completely unchanged. Thus the security of the cryptosystem mainly relies on the diffusion process. To improve the security of the confusion module and further the whole chaos-based image cryptosystem, this paper proposes a novel permutation method which introduces a certain diffusion effect in confusion stage, as shown in Fig. 1 .
In confusion module, both the shuffling on pixel position and the modification of pixel value are carried out simultaneously through a lightweight bit-level permutation, while the diffusion process remains unchanged. The security of the confusion module is significantly improved due to the introducing of diffusion effect. Moreover, the overall security level is promoted since the pixel value mixing effect is contributed by two levels of diffusion operations: the improved confusion module and the original diffusion module. The bit-level permutation is realized by Arnold Cat map, which will be discussed in the next section. 
Arnold Cat map
The well-known Cat map is a two-dimensional invertible chaotic map introduced by Arnold and Avez [19] . The mathematical formula is:
where x mod 1 means the fractional part of x for any real number x. The map is a chaotic bijection of the unit square I×I onto itself since det|A|=1. The above 2D Cat map can be generalized by introducing two control parameters, a and b, as follows： 1 mod 1 mod 1
In order to incorporate generalized chaotic Cat map into image encryption that operated on a finite set, it has to be discretized, while reserving some of its useful features such as the mixing property and the sensitivity to initial conditions and parameters. The discretized version Cat map can be obtained simply by changing the range of (x, y) from the unit square I×I to the discrete lattice N×N. 
The application of the Cat map to grayscale Lenna image with 256×256 size is demonstrated in Fig. 2 . Fig. 2(a) shows the plain image, and Fig. 2(b)-(d) show the results of applying the generalized discretized Cat map once, two, and three times, respectively. The ciphering keys are a=20 and b=5.
We can see from As mentioned above, the histogram of the pixel-level shuffled image is the same as that of plain image. To improve the security level of the confusion module, especially the ability against statistical attack, this paper proposes a novel bit-level permutation method, which will be discussed next. 
Bit-level permutation method
In digital computer system, each pixel of an image with 256 gray levels is represented by an 8-bit format, given by
where G(x, y) is the value of the pixel at coordinate (x, y) and the number in parentheses indicates the bit index from highest bit 7 to the lowest bit 0. Therefore, we can treat an image with 256 gray levels as 8 independent bit-planes and each bit-plane is a binary image because only two possible values (0 and 1) exist for each pixel.
To implement bit-level permutation, each bit-plane of an image is shuffled separately by using Arnold Cat map with different control parameters, and then we can get the new G(x, y) give by
where b′(n) (n∈ [0] [1] [2] [3] [4] [5] [6] [7] ) are the bits moved from other positions on the bit-plane. Obviously, the probability of
, thus an effective diffusion mechanism is introduced.
The 8 bit-planes of the plain image ( Fig. 2(a) ) are extracted from highest bit to lowest bit and plotted in Fig. 3(a)-(h) , respectively. Then each bit-plane is shuffled separately with different control parameters by using Arnold Cat map, and the shuffled bit-planes are shown in Fig. 4(a)-(h) , respectively. Finally, the permutated image is achieved by combining all the 8 shuffled bit-planes together. The permutated image and its histogram are shown in Fig. 5(a), (b) , respectively. As can be seen from Fig. 5(b) , although the histogram of the bit-level shuffled image is not well evenly distributed, it is evidently different from that of plain image due to the diffusion effect introduced in confusion stage. Therefore the security of the confusion module is significantly enhanced and the overall security level of the cryptosystem is improved. Unfortunately, not all useful features of chaos can be inherited by discretization. The most serious problem is that an aperiodic chaotic map may become periodic after discretization, which will degrade the security of the cryptosystem, because the possible intruders can recover the plain image by continuously iterating the Cat map on the cipher image. As a remedy, we employ a diffusion process next to improve the security.
Diffusion process
In our scheme, the shuffled image is encrypted by using Chebyshev map, which is described as follows
where k and x(n) are parameter and state value, respectively. If one chooses ) , 2 [   k , the system is chaotic. The initial value x(0) and parameter k are used as the key for diffusion module.
The detailed diffusion process is described as follows:
Step 1: Iterate Eq. (6) for N 0 times to avoid the harmful effect of transitional procedure, where N 0 is a constant.
Step 2: The Chebyshev map is iterated continuously. Here, notice that the value of -1 is a 'bad' point, trapping the iterations to the fixed point 0. If this case is encountered, a slight perturbation should apply. For each iteration, we can obtain one key stream element from the current state of the chaotic map according to
where floor(x) returns the value of x to the nearest integers less than or equal to x, mod(x, y) returns the remainder after division, and L is the possible gray levels of a grayscale image.
Step 3: Calculate the cipher-pixel value by using the values of the currently operated pixel and the previously operated pixels, according to Eq. (8)
where p(n), k(n), c(n) are the currently operated pixel, key stream element and output pixel, respectively, and c(n-1) is the previous cipher-pixel. One may set initial value c(-1) as a constant.
The inverse transform for deciphering is given by
Step 4: Return to Step 2 until all the pixels of the shuffled image are encrypted by order from left to right and top to bottom.
The shuffled image ( Fig. 5(a) ) is encrypted by using above diffusion algorithm, as shown in Fig. 6 . The diffusion keys are k = 4.0, x 0 = 0.30000000. Moreover, L and c(-1) are set to 256 and 128, respectively. By the property of pixel-dependent pixel value mixing, the value of every single pixel is diffused over the entire image. 
Security analysis
A good cryptosystem should resist all kinds of known attacks, such as known/chosen plain-text attack cipher-text only attack, statistical attack, differential attack, and various brute-force attack. Some security analysis has been performed on the proposed image encryption scheme, including the most important ones like key space analysis, key sensitivity analysis, and statistical analysis, which has demonstrated the satisfactory security of the proposed scheme, as demonstrated in the following.
Key space analysis
For an effective cryptosystem, the key space should be large enough to make brute-force attack infeasible. The key of the proposed cryptosystem is composed of two parts: confusion key key-C and diffusion key key-D. As mentioned above, the size of key-C is (N 2 ) m , where N is the image size and m is the iteration times. Key-D is composed of two floating point numbers (x 0 , k), where x 0 ∈[−1, 1] and k can have any real value greater than 2.0. According to the IEEE floating-point standard [22] , the computational precision of the 64-bit double-precision number is 10 -15 . Therefore, the total number of possible values of x 0 that can be used as a part of the key is approximately 2×10 15 . As in the proposed image encryption scheme, k can have any real value greater than 2.0 hence it has infinite number of possible values that can be used as a part of the key. However, the range of k should be restricted to a particular interval of 2π to prevent Chebyshev map from producing periodic orbits, then for k there will be approximately 2π×10
15 different values possible. The two parts key-C and key-D are independent from each other. Therefore, the key space of the whole encryption process is
Here, it is proposed to take m=3. If N ≥ 256, the total size satisfies
Thus this algorithm is a 153-bits encryption scheme, while the key space of the most well-known secure encryption algorithm AES is 128-bits. So it can be seen that the proposed chaotic image encryption scheme is good at resisting brute-force attack. 
Key sensitivity
A good cryptosystem should be sensitive to the keys, which means similar keys do result in completely different cipher texts even when used for encrypting the same plaintext. To evaluate the key sensitivity property of the proposed cryptosystem, the same key is employed in decryption except that the value of x 0 is slightly changed to 0.30000001, and the decrypted image is shown in Fig. 7 .
Figure 7. Decrypted image with wrong key
The different between wrong deciphered image to plain image is 99.63%. Similar results are obtained with a slight change in other components of the key. So it can be concluded that the proposed cryptosystem is highly sensitive to the key, even an almost perfect guess of the key does not reveal any information about the plain image.
Statistical analysis
Statistical attack is a commonly used method in cryptanalysis and hence an effective cryptosystem should be robust against any statistical attack. To prove the robustness of the proposed image cryptosystem, we have performed statistical analysis by calculating the histogram and the correlation of two adjacent pixels in the ciphered image.
Histogram
The distribution of cipher-text is of much importance. More specifically, it should hide the redundancy of plain-text and should not leak any information about the plain-text or the relationship between plain-text and cipher-text. Fig. 8(a), (b) show the 3D histograms of plain image ( Fig. 2(a) ) and its ciphered image (Fig. 6) , respectively. It's clear from Fig. 8(b) that the histogram of the cipher image is fairly uniform and hence does not provide any clue to employ statistical attack. 
Correlation of adjacent pixels
For an ordinary image having definite visual content, each pixel is highly correlated with its adjacent pixels either in horizontal, vertical or diagonal direction. However, an efficient image cryptosystem should procedure the cipher image with sufficiently low correlation in the adjacent pixels. The visual testing of the correlation of adjacent pixels can be done by plotting the distribution of the adjacent pixels in the plain image and its corresponding cipher image. The correlation distribution of two horizontally adjacent pixels of the plain image and the cipher image obtained using the proposed scheme are shown in Fig. 9(a), (b) , respectively. Similar results can be obtained for vertical and diagonal directions. To quantify and compare the correlations of adjacent pixels in the plain and cipher image, the following procedure is carried out. First, randomly select 1000 pairs of adjacent pixels in each direction from the plain image and its ciphered image. Then, calculate the correlation coefficient r x,y of each pair by using the following four formulas: (15) where x and y are grayscale values of two adjacent pixels in the image, and N denotes the total number of samples.
The results of the correlation coefficients for horizontal, vertical and diagonal adjacent pixels for the plain image and its cipher image are given in Table 1 . It's clear from Fig. 9 and Table 1 that the strong correlation between adjacent pixels in plain image is greatly reduced in the cipher image produced by the proposed encryption scheme. 
Conclusions
In this paper, a chaos-based image encryption scheme with a novel permutation process has been proposed. To improve the security of the confusion module, this new scheme introduces a certain diffusion mechanism in confusion stage through a lightweight bit-level permutation method. The pixel value mixing effect is then contributed by the diffusion module as well as the improved confusion module. The diffusion performance is therefore significantly enhanced and as a result the overall security of the cryptosystem is enhanced. We have carried out an extensive security analysis of the proposed image encryption technique using key space analysis, key sensitivity analysis, and various statistical analysis. Based on the results of our analysis, we conclude that the proposed image encryption technique is perfectly suitable for the real time secure image transmission over public networks.
